April 1, 2021

James C. Owens

National Highway Traffic Safety Administration
1200 New Jersey Avenue SE

Washington, DC 20590

RE: Comment on the Proposed Framework for Automated Driving System Safety [Docket
No. NHTSA-2020-0106]

Dear Mr. Owens:

The National Highway Transportation Safety Administration (NHTSA) on December 3, 2020,
published an Advance Notice of Proposed Rulemaking (ANPRM) on the development of a
regulatory framework for Automated Driving System (“ADS”) safety. ADS presents a unique
opportunity to transform the safety of America’s highways. Like other highway safety
benchmarks, such as those for safety belts and airbags, correctly implemented rules set
reasonable limits and expectations for manufacturers. If these rules are established early in the
research and development process, they will prevent unnecessary waste and ensure that ADS
develops in a way consistent with overall safety goals. These rules should be tech-neutral,
allowing manufacturers flexibility to meet safety benchmarks using their technological expertise.
Perhaps most importantly, NHTSA must coordinate with other agencies to address the critical
weak point of cybersecurity in ADS. Altogether, these focus points will coalesce into the
development of an effective ADS regulatory framework that safeguards the safety and prosperity
of the American public.

Background

NHTSA plays a critical role in the safety of America’s roads. The Administrator of NHTSA is
empowered to carry out “duties and powers vested in the Secretary [of Transportation] . .. .”?
Part of those duties is “to prescribe motor vehicle safety standards for motor vehicles and motor
vehicle equipment in interstate commerce . . . .”? Critically, this duty is prescribed through a “5-
year plan for testing standards” and according to all relevant available safety information, and
these standards may be developed in cooperation with other federal and state agencies, whether
public or private.® Although this far-reaching mandate touches all aspects of vehicle safety, it has
an important limitation stemming from the integration of computers with motor vehicles.

That shortcoming is in cybersecurity. As mentioned in the ANPRM, the Federal Trade
Commission (FTC) takes primary oversight of privacy policy, including as it relates to
cybersecurity. But privacy is only one aspect of cybersecurity, and other concerns in this realm
may be of greater importance. Touching on those other aspects is the Federal Communications
Commission (FCC), which is empowered to regulate “wire and radio communication,”
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including, in the modern context, network security.* The FCC coordinates with federal partners,
state and local officials, and private industry to develop best practices for use in all aspects of
internet safety and security.® This dispersion of authority on cybersecurity impacts accountability
and uniformity, and will be a critical challenge for NHTSA regulation of ADS.

NHTSA Should Establish Tech-Neutral, Fleet-Level Standards to Guide ADS Development

Highway safety is a field that currently faces a critical juncture centered on the vehicle operator.
Through the National Motor Vehicle Safety Act and its requirement of various safety devices,
the survivability of motor vehicle crashes has increased considerably over the past few decades.®
However, safety devices can only help when they are used by vehicle occupants, and their
effectiveness drops dramatically when drivers choose to speed or otherwise operate vehicles
recklessly.” Also, pedestrians and cyclists remain at extreme risk, regardless of whether
distracted, reckless drivers wear a seatbelt.® In fact, even though traffic decreased during the
COVID-19 pandemic by forty-one percent nationwide, and more than sixty percent in urban
areas, remaining drivers contributed to a spike of over thirteen percent in traffic fatalities during
the summer of 2020.° This unexpected break in correlation between fatalities to decreased traffic
speaks to the poor decision-making made every day by the average driver. Although driver
education can correct some of these bad behaviors, few drivers are willing to devote the time
required to adequately complete the training.*® Worse, between 2009 and 2013, inadequately
prepared, drowsy drivers caused “over 72,000 police-reported motor vehicle accidents.”*!
Ultimately, the safety achievements made with the use of devices such as seatbelts and airbags
are threatened by the poor decision-making of the human at the wheel.

With careful application of engineering principles, ADS offers an option to correct this human
safety limitation. Self-driving technology can be built into electric cars, gas cars, and even into
tractor trailers.*2 Current iterations of this technology include a variety of sensors, including
radar, lidar, suites of cameras, and ultrasonic obstacle sensors.'®* Onboard computers combine
and analyze this data to produce a simulated representation of the world, which the computer
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then uses to determine how to control the vehicle’s steering, acceleration, and braking systems.*
Each manufacturer implements these systems in varying ways, with some emphasizing, for
instance, visual processing over radio ranging or vice versa. Each sensor has its strengths and
weaknesses, but the overall system implementation is critical in determining the sensor’s
reliability. Although critics argue that current ADS have difficulty dealing with unusual driving
circumstances, they acknowledge that driver assistance/replacement systems show great promise
in preventing accidents that result from common situations like fatigue and distraction.® Also, in
support of the comments submitted on the ANPRM by the League of American Bicyclists and its
supporters, ADS can be implemented in a way that emphasizes pedestrian and cyclist safety,
with consistency unachievable by human drivers alone. As such, the implementation of the
system and its reliability should be the focus of NHTSA regulations, highlighting the need to
achieve safety outcomes rather than limiting manufacturers to particular sensors.

Taking the system focus a step further, NHTSA must approach ADS not only at the vehicle
level, but also at the fleet level. The vast data required to reliably implement ADS outstrips the
available computing power onboard each vehicle, so manufacturers implement centralized
processing systems to supplement vehicle processing.*® Through artificially intelligent
algorithms, these systems constantly train on real-world scenarios, improving vehicle
performance across the fleet. As a result, NHTSA testing of vehicle performance cannot rely
simply on a “crash test” model, where a single vehicle proceeds through each standard course of
maneuvers.!” Instead, NHTSA should develop a cooperative approach with manufacturers to
provide oversight based on available fleet data. Realtime, aggregated performance data can be
compared with safety benchmarks to verify achievement of milestones while preserving the
anonymity of each customer. In fact, this approach would significantly enhance the picture of
each vehicle’s safety compared to reliance on only the “snapshot in time” available from the
current “crash test” regime. Further, this constant oversight of fleet data would support the intent
behind the comment to the ANPRM from the National Society of Professional Engineers, who
contend that ADS data must be verified by third parties and approved through transparent
decision-making. Availability of safety metrics based on actual operation would open a whole
host of options for testing and verifying best practices and innovation in ADS technology. But
while physical safety of vehicles is promoted through oversight of centralized data processing,
NHTSA must also consider the resulting impact of modern cybersecurity threats attendant to the
transmission of that data.
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NHTSA Must Coordinate Cybersecurity Efforts with Other Agencies

ADS operation requires consistent and secure communications between vehicles and fleet data
processing centers, placing cybersecurity at the center of the ADS safety issue. The most
important cybersecurity threat to ADS stems from the potential for malicious interference with
the physical operation of vehicles.'® Even simple systems such as basic vehicle telematics have
been shown to present a route for hackers to take control of vehicles, even those that lack any
advanced ADS at all.'® But NHTSA lacks the authority or expertise to establish network security
protocols. Instead, like tech-neutral rules for vehicle system design benchmarks, NHTSA should
establish minimum-acceptable security concepts that rely on implementation under other-agency
authorities.

Cybersecurity is a relatively new realm with shared responsibility among multiple federal
agencies. The ANPRM acknowledges FTC’s role in regulating privacy. To be sure, the ubiquity
of location data and driving habits in ADS data raises privacy as a serious concern. But as
discussed above, physical security stemming from cyber vulnerability is the primary concern in
the ADS space. The agency with primary responsibility over network security, and therefore the
one with the most experience in combatting this type of threat, is the FCC.2° Unfortunately, even
that agency approaches cybersecurity more generally, engaging in efforts such as spectrum
availability for transportation and internet of things devices.?* Since FCC’s mandate is broader
than transportation, its rules and policies do not adequately address the heightened threat of
hackers taking control of vehicles, insertion of malicious code or bad data into control
algorithms, or any number of other possibilities. As such, NHTSA must work with FCC and
FTC, as well as with the experts employed by manufacturers themselves, to place greater
emphasis on cybersecurity regulation.

Conclusion

America’s highways are a dangerous place, resulting in far too many deaths due to distracted and
drowsy driving. ADS promises a way to allow drivers to safely engage in activities other than
driving. By implementing safety benchmarks in the current early phase of industry
implementation and with input from manufacturers finding success on the bleeding edge of this
technology, NHTSA has the opportunity to transform the safety of our roads.

Sincerely,

Kyle E. Durch
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